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Intrusion Detection Systems (IDS)

• Recognize traffic using Rules.
• Rules describe Malicious Packets

• Shared Rules allow us to recognize 
threats we’ve never encountered.

• We don’t share the malicious traffic to trigger 
those rules because it contains sensitive data.

• Without test data it’s hard to know if your IDS is 
working correctly.
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Research Goal
alert tcp $EXTERNAL_NET any -> $HOME_NET 21 
(msg:"ET SCAN PRO Search Crawler Probe"; 
flow:to_server,established; content:"PASS "; 
nocase; depth:5; content:"crawler"; nocase; 
within:30; pcre:"/^PASS\s+PRO(-
|\s)*search\s+Crawler/smi"; 
reference:url,sourceforge.net/project/showfile
s.php?group_id=149797; 
reference:url,doc.emergingthreats.net/2008179; 
classtype:not-suspicious; sid:2008179; rev:3; 
metadata:created_at 2010_07_30, updated_at
2010_07_30;) Packets

for TestingIDS Rules



Prior Work

• Deceptive Self-Attack for Cyber Defense, HICSS 2023
• Originally Developed to Blind an IDS / Distract an Adversary
• Bombard a network with spurious attacks



Deceptive Self-Attack for Cyber Defense, HICSS 2023. 



Survey of Rules In Practice

• Proof Point Emerging Threats Dataset
• Open Source Corpus of over 30,000 rules 
• Contributions spanning more than a decade



Survey: Results

• What we found
• Protocols people use
• Distribution over time
• What features do people use







Expanded Approach

• Handle named buffers

alert http any any -> [$HOME_NET,$HTTP_SERVERS] 
any (msg:"ET EXPLOIT eMerge E3 Command 
Injection Inbound (CVE-2019-7256)"; 
flow:established,to_server; 
http.method; content:"GET"; 
http.uri; content:"/card_scan"; startswith; 
fast_pattern; content:".php"; distance:0; 
within:15; content:"=|60|"; reference:cve,2019-
7256; classtype:attempted-admin; sid:2033757; 
rev:1; metadata:created_at 2021_08_22, cve
CVE_2019_7256, former_category EXPLOIT, 
updated_at 2021_08_22;)





Synthesize Each Named Buffer Individually



Insert Into Template
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Evaluation

6689 rules 



Evaluation

6689 rules 

6145 rules
92% Success rate



Interesting Failures



InteresDng Failures



Interesting Failures



PCRE Introduced Constraints

http.uri; content:“index.html”; offset:0;

http.uri; pcre:“^index.html”; 



Overlap for Performance



Rule Debugging



Next Steps

• Expand to handle more named buffers.
• More complex relationships: Move byte-string synthesis within Z3.
• Help rule authors debug rules.
• Synthesize examples which are usefully dissimilar.



Thank You! Questions?

Jared Chandler
jared.chandler@tufts.edu


